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Abstract—The act of scamming a victim out of money is
nothing new. It has been going on for many years. The idea
of a scam is to extort money out of a victim by offering some
type of fake service in exchange for money. Many classical scams
such as the IRS [1] and Microsoft Windows technical support [2]
scams have been used by countless scammers for many years and
have yielded millions of dollars. In recent years, a new type of
scam has surfaced. Scammers are now targeting Bitcoin as the
new currency to exploit because of its decentralized structure
and anonymity features. In this paper, a detailed description
and analysis of a Bitcoin scam accidentally discovered by two
students are presented. It targets users who try to reverse search
anonymous phone calls on Google and lures them in with an
option to withdraw thousands of dollars worth of Bitcoin by just
depositing a few hundred dollars to meet an immutable minimum
withdraw limit.

Index Terms—bitcoin, BTC, blockchain, security, phishing,
scam, OSINT

I. INTRODUCTION

Bitcoin [3] a virtual currency established in August of
2008 has been on the rise in recent years as an upcoming
decentralized method of payment. Bitcoin (BTC) has steadily
risen in value to 9,225 USD per one Bitcoin as reported by
a Statista report for October 2019. [4] Bitcoin’s popularity is
due in part to greater efficiency of transferring funds across
the Internet via a decentralized network with a transparent set
of rules. Its popularity is also attributed to the fact Bitcoin can
be mined through the process of adding transaction records to
Bitcoin’s public ledger of past transactions or blockchain. [5]
[6] With these reasons for Bitcoin’s success in mind, one can
begin to understand how valuable owning any form of Bitcoin
can be.

On November 4th, 2019, we discovered a sizeable phishing
scam after missing a phone call from the number 1-201-794-
4601 located in Fair Lawn, NJ. Research of the phishing scam
was conducted with assistance from the Rowan Center for
Cybersecurity Education and Research [7], and Michael Ghen
founder of Philadelphia Blockchain Security Company. [8]
Upon returning the phone call, the number presented by the
caller id was found to be spoofed and not currently in service.
This was most likely an attempted spam call from an external
unrelated party. Deciding to take further action regarding the
matter, the phone number was immediately reverse searched
through Google in an attempt to discover if it was reported in
the past for malicious behavior. The first three websites on the
search page were accessed but all of which did not turn up
any relevant information on the number until the fifth listed

website. The fifth website phone-book.xyz/1201/J8 YAK.php
listed the spoofed phone number as well as hundreds of
randomly generated numbers all under the 1-201 area code.
This website was discovered to be an archive of 1,300 pages of
randomly generated numbers all of which were under various
international and United States area codes. With this discovery
in hand, further research was conducted to discover the origins
of the creator and true purpose of the websites which formed
the foundation of the phishing scam.

The rest of this paper is organized as follows. In the next
two sections, the steps taken to research and document the
discovery of the phishing scam are presented. This is followed
by the final section regarding the steps taken to remove the
phishing scam from operation as well as a conclusion with
lessons learned and future work.

II. DESIGN OF THE PHISHING SCAM

The phishing scam revolving around extorting a payment
in Bitcoin from a victim was a highly sophisticated and re-
occurring operation. The website phone-book.xyz containing
the phone number was structured to be a plain HTML dump
of thousands of numbers as well as a fake but convincing error
message.

The original URL, phone-book.xyz/1201/J8YAK.php, was
a page cataloging many 1-201 area code numbers but upon
removal /J8YAL.php had lead to a listing of all other PHP files
on the site for the 1-201 area code. Every .php file contained
an area code from the United States or another country with
hundreds of randomly generated phone numbers and the same
error message at the top of the page. Figure 1 shows the design
of the phone-book.xyz website with the error message on the
top of the page and the dump of phone numbers following the
error message. Upon removing /JSYAL.php from the end of
the URL, it led us to a listing of all the other PHP files on that
were hosted which belonged to the 1-201 area code. Figure
2 shows the listing of all the PHP files for the 1-201 area
code. To discover the other area codes’ files, we had to change
the area code in the URL, for example, phone-book.xyz/1856/
which would then show all the PHP files for the 1-856 area
code. The mere scale of the website had suggested it was
auto-generated using a script from the website’s malicious
owner to create the 1,300 plus pages in the site’s directory
targeting many different US area codes. The figure of 1,300
pages was discovered by entering the domain name into the
Google search bar to specify the number of results only from
said website. This also leads us to the conclusion that the



owner(s) of this scam were trying to target as many people
as possible by generating a large number of numbers for each
area code.
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Fig. 1. Design of phone-book.xyz

Fig. 2. Directory of .phps on phone-book.xyz

The top of each of the PHP files for every area code
listed on the website included a fake but convincing error
message from a failed donation form. This error message
presented the user with the belief that the JavaScript code
enabling mining of Bitcoin due to people viewing the website
or some other reason, had failed to run thus exposing the
credentials of the linked account. The error message was
labeled ”Wallet address error 304” claiming “Can’t process
query: [‘request__donation.js’]” with the error code “[408]
Value must be greater than 0. Exception raised internally.”
An account balance was visible with 4.98839756 BTC worth
$46,433.93 USD at the time of discovery as well as a login
URL of https://mcx.Itd/account?api_key=1003874628604. [9]
Below the login URL was a username of rcd1988 @ gmail.com
and password of h6iUb_8klb*Apx. The error message was
proven to be false, not only because it appeared on every
page, but because it was hard-coded through an iframe HTML
element as seen in figure 3. Even the password was in the
comments of the code. The use of the provided login URL
had lead to the website Miner Coin Exchange claiming to be
an online wallet for Bitcoin-based out of London, UK.

Miner Coin Exchange [10] provided a very convincing
dashboard for BTC management upon login as seen in figure
4. This dashboard presented various features to the user such
as hash rate, mining performance, account transaction history,
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Fig. 3. Source code for fake error message of phone-book.xyz as result of a
failed donation link web application

support section, and a live account balance both in BTC
and USD. The conversion from BTC to USD was the only
legitimate part of this entire operation. The phishing scam at
the stage of login began to take effect, which started with
the user excitedly seeking to withdraw a large amount of
currency. To withdraw the currency using the transfer menu,
it was discovered that a minimum account balance of 5.0
BTC was required for the transfer to authorize. The transfer
requirement was visible from both the Settings menu where it
was permanently set to 5.0 BTC as shown in figure 5 and an
error message would arise after any attempted transfers out of
the account with a balance of less than 5.0 BTC.

0.000001 BTC 19/11/2019

Fig. 4. Miner Coin Exchange user dashboard

Fig. 5. Miner Coin Exchange profile settings

The only available option to transfer in or out of the account
was through Bitcoin which meant to achieve 5.0 BTC in the
account individuals had to transfer in the appropriate amount



of BTC which satisfied the 5.0 BTC minimum balance from
their accounts. To transfer into the account, a deposit address
could be generated from the Deposit menu. Upon transferring
the appropriate amount of BTC into the account a window
would appear stating the transaction amount as a success.
The transaction history page would then update with a fresh
entry to show said transaction succeeding. The scam was so
successful because it preyed on people who followed their
instincts to seize the funds of the account instead of contacting
its owner or even examining the website to first ensure it was
legitimate.

The phishing scam could also be identified in various other
ways through browsing the features of the dashboard. Exam-
ining the account history showed a very precise withdrawal
behavior of every 30 days, though it stated the most recent
withdraw as oddly only 24 days ago with a worth of almost
the exact amount to reach 5.0 BTC. Figure 6 shows many
transactions that were seemingly occurring in the account but
the amounts and dates didn’t match up with the notifications
on the dashboard. This was a sure sign the account may have
been set up to maliciously lure individuals into withdrawing a
similar valued amount. This may have seemed like a small
amount of BTC but was easily worth hundreds of USD.
Another sure sign the account was fake was the live counter for
BTC mining showing the account balance would never reach
5.0 BTC, so it always relied on an individual transferring in
external funds to the account to bring the balance to 5.0 BTC.
If you attempted to place the funds onto a card provided by
MTX the options would always lead to an invalid page.
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Fig. 6. Miner Coin Exchange account transaction history

The support page of the website provided users the ability to
leave a help desk ticket explaining their problem. Though the
issue with the ticketing functionality was that when submitting
the tickets they would not appear after logging back into
the account. The process of removing the visibility of these
tickets was to ensure no warning messages of the scam were
left behind by other users who discovered the account in the
past. Figure 7 shows the support page offered by Miner Coin
Exchange. An exposed admin panel [11] of the website was
discovered as well by adding a /admin suffix to the mcx.1td do-
main. Figure 8 shows the exposed admin panel. This exposed
admin panel archived all submitted support tickets available
from non-paying and paying customer accounts. Each ticket

was comprised of a reply function, reply subject, ticket title,
message body, ticket account owner, time, and date. Upon
browsing the hundreds of tickets submitted throughout the
website’s lifetime the messages left behind included various
Bitcoin addresses, pleas for help of those scammed, offers
to join the scam’s operations, attempted SQL injections, and
the contact information of various individuals. New tickets
were shown to be submitted on an almost daily basis which
brings to concern that there may be numerous other feeder
websites leading to more successful scams on victims. A filter
was also present on the exposed admin panel which sorted
the tickets by paying and non-paying customers. Paying cus-
tomers were identified as accounts containing Bitcoin balances
which included the fake Roger Daniels account and victims
who created their accounts and deposited money. Non-paying
customers were individuals who had made their accounts but
hadn’t transferred any money. Figure 9 shows the filter of
the admin panel in effect. The admin panel was also plagued
with various pop-ups that presented messages such as “hello
world” and a random hash of characters with btcserpent.com
[12] linked within. These pop-ups prevented the use of the
admin panel until dismissed and their origins may be linked
to prior attempted SQL injections. Due to the pop-ups, the
console of any web browser would show “refused to display”
errors leading to r87.com [13] and netsparker.com [14], both
of which belonged to Netsparker, a web application security
solution. Netsparker may have been being used as the security
solution for mcx.ltd and coinkeeper.cc but the prior SQL
injections seem to have been affecting mcx.ltd/admin from
correctly communicating with the security solution. Figures
10 and 11 show the popups on the admin panel and the errors
linking to r87 and netsparker.

Fig. 7. Miner Coin Exchange support ticket system

Regarding the structure of mcx.ltd a series of connected
hidden pages were also found outside of the admin panel
such as mcx.ltd/index [15] and mcx.ltd/tokensale. [16] Figures
12 and 13 show the index and tokensale pages for mcx.ltd.
The index page leads to a very convincing looking homepage
for the Miner Coin Exchange which detailed the services
available for customers as well as a fake staff team and set of
advisors. The set of staff and advisors linked were believed
to not be related to the scam upon investigating the legitimate
LinkedIn accounts linked under each person’s description. The
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Fig. 8. Exposed admin panel detailing all support tickets for every account
on mex.ltd

s adress 368mTV6NVY9TNGEe6yATBESOWPPUUEAIA |

Fig. 9. The filtered mcx.ltd support tickets for every account considered
paying which included Roger Daniels
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Fig. 10. Example of the pop-ups rampant while visiting the mecx.ltd admin
panel

operators of this scam most likely used a template website
that included these individuals or they purposely compiled a
list of said individuals to present the website as a legitimate
Bitcoin exchange. The index page also lists several partners
and investor companies who were most likely not related
in any capacity to the scam. At the bottom of the index
page were three social media accounts, Slack [17], a forum

Fig. 11.

Web browser console showing reference to r87.com and
netsparker.com

[18], and subreddit [19] all of which simply were locations
which already existed with names conveniently related to
MCX such as www.reddit.com/mcx. The Slack invite link
provided by Herokuapp states the maximum number of invites
was already reached showing it was no longer available. The
forum lead to a discussion hub related to Bitcoin and the
subreddit which seemed to be a non-related location filled
with random posts from the account /u/mcccxx. [20] The index
page also leads to a "Token Sale” web page which detailed a
countdown clock, as well as the various other cryptocurrencies
Miner Coin Exchange, claimed to be associated with. The
”Token Sale” while not exactly certain seems to allude to
a possible new cryptocurrency being created by Miner Coin
Exchange purchasable by other cryptocurrencies. Figure 14
shows the cryptocurrenices listed on mcx.ltd/tokensale. The
countdown timer till the start of the ”Token Sale” was currently
paused, so one was only left to speculate what the purpose
of said tokens would have been. A whitepaper button was
also provided on the Token Sale web page leading to the
inactive cryptomerchantbank.co/whitepaper [21] leaving its
true purpose unknown.

Miner Coin

Exchange AboutMCX  Wallet Mining MCXCard Fees FAQ Contactus  Log in

Global Blockchain Solution for Financial Freedom

Token sale

e Bonpay - Make a step towards financial freedom

Fig. 12. The hidden index page for mcx.ltd including the Token Sale and
Whitepaper buttons

The security of the site was also at risk as the site URL
was not an HTTPS [22] but instead an HTTP [23] website.
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Fig. 13. The Token Sale page for mcx.1td detailing the fake staff and advisors
team
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Fig. 14. The list of accepted cryptocurrenices the Tokens would supposedly
be purchased with

Though if the URL was changed to HTTPS a secure version
of the website did load, this secure version was not linked
on any of the prior discovered fake error messages. This
meant packets of data transferred to the HTTP site such
as passwords were not encrypted leaving it vulnerable to
interception by others on the individual’s network through
programs such as Wireshark. [24] The fact that the owner of
the website chose not to provide this extra layer of security
common among the linked websites currency-related or other,
was a major red flag to prove malicious intent with all other
signs included. The HTTPS variant of mcx.ltd certificate
upon inspection was valid and issued on 7/30/2019 by the
commercial Certificate Authority Sectigo.com [25] as shown
in the figure. 16 The HTTPS variant of mcx.Itd most likely
was not linked to during the scam to avoid the certificate
from being revoked due to a report on the website. Once a
certificate is removed websites were permanently placed on
a Certificate Revocation List leading to any connecting web
browser, to promptly warn users of an untrustworthy website.

The certificate may have been purchased to help improve the
website’s search engine optimization so a few more innocent
users could be lured in without the use of the feeder websites.
Lastly, another large sign of this being an orchestrated phishing
scam attempt can be proven immediately at the login page
of the Mining Coin Exchange. At the login page, by using
the rcd1988 @gmail.com username and any password as long
as it was not blank allowed entry to the account. Figure 15
shows the password field in the login form. With all of these
signs documented, any individual who instead of following
their instincts to immediately withdraw, could have found this
was a scam after devoting a small amount of time to test the
website functionality.

. Miner Coin
131 Exchange

Log in

Don't have an account? Register
rcd1988@gmail.com

helloworld - note: stars * turned off manually

Forgot your password?

Fig. 15. Demonstration of any password being used for MCX.ltd
rcd1988 @ gmail.com account

This phishing scam as prior mentioned was so successful
because it relied on people who followed their instincts to
remove the balance from the account because they wanted
an instant monetary gain instead of reporting the exposed
credentials. So individuals overall must be more aware of their
surroundings on the Internet while accessing various websites
to prevent overreactions and theft of personal information.
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Fig. 16. Certificate Information issued by Sectigo for mex.ltd

III. OSINT INVESTIGATION

Aside from the investigation of the functionality for the
Mining Coin Exchange website, an Open Source Intelligence
(OSINT) [26] investigation was also conducted to detect
signs of malicious intent. Open Source Intelligence refers to
information derived from public sources on the “surface-web”
such as through Google or Bing. Websites like Reddit, Face-
book, Wikipedia, and general forums have contained valuable
information in the past regarding all sorts of past scams such
as Bitcoin phishing scams. A Reddit post from seven months
ago by user BrandoGil discovered a past iteration of phone-
book.xyz under a different domain name but with the same
function of compiling a directory of thousands of numbers
on pages with the same error message. [27] The discovered
scam had also claimed to hold an account of 4.9 BTC with
a minimum withdraw amount of 5.0 BTC. The post included
an image similar to the one before showing the credentials
and login URL to an iteration of the Miner Coin Exchange
Website. Figures 17 and 18 show information of the Reddit
post.
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Fig. 17. Reddit post referencing past iteration of the Miner Coin Exchange
scam

It was believed at the time of the post the URL for the Miner
Coin Exchange was not mcx.1td but instead themcx.co which
has since been taken down proving past iterations existed. The
news website Omnia was the first website to be found which
had reported on the covariant of the Miner Coin Exchange.
[28] Figure 19 shows the story from Omnia.
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Fig. 18. Reddit post’s proof of past iteration of phone-boox.xyz

To further connect these past iterations of the scam, the
support email support@mxchange.co was discovered under the
contact page for Miner Coin Exchange. The domain of the
email being a .co was the first red flag to connect mcx.Itd to
themcx.co. The second red flag was discovered upon searching
the email through Google, where numerous articles were found
regarding the past iterations of this website. The news website
publishOx [29] was able to find three other domain names of
cmbank.ltd, cmbank.uk, and marketcoinvault.com all of which
used the same web pages as mcx.Itd but just with a different
domain name. Figure 20 shows the same homepage as mcx.ltd
but under a different domain name. This news website, through
pinging the server hosting the various iterations of the Mining
Coin Exchange and examining similar code, found many other
variants of the phone number websites as well. Their very
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Fig. 19. Omnia.icu’s article exposing a past iteration of the Miner Coin
Exchange scam

detailed report included findings of a supposed penetrating
testing company CyberAstra, figure 21, which owned the
server hosting the different iterations of the Mining Coin
Exchange. This company was run by three individuals, who
upon confrontation on Facebook, did not confirm nor deny the
accusation even after proof was provided by publishOx’s editor
Gran Rethory. [30] [31] [32] [33]

Market Coin
Exchange

AboutMCX  Wallet Mining MCXCard Fees FAQ Contactus Log in

MCX Wallet

Discover innovative high level payments with new currency generation for successful people

Fig. 20. PublishOx.com’s proof of a past domain used by Miner Coin
Exchange scam

OUR EXPERTISE: PENETRATION TEST _

Fig. 21. Former website of CyberAstra the accused creators of the Miner
Coin Exchange scam according to publishOx.com

Another key to the puzzle which cemented many iterations
existed was through the discovery of the website cryptomer-
chant.co. [34] The website, in its legal section, also con-
tained the email support@mcxchange.co suggesting either the
original malicious party referenced the site in the creation

of their own or they were responsible for the creation of
both. [35] On the prior mentioned Reddit post, it detailed
a disclaimer from the legal section of one of the Miner
Coin Exchange iterations stating all MCX cards were issued
by WaveCrest Holdings Limited. [36] WaveCrest Holdings
Limited was also mentioned in the legal section of the mcx.Itd
as well as the rest of the disclaimer provided by the Reddit
post. Other versions of phone-book.xyz were also found to be
active as a complete clone under the same premise of luring
individuals with a fake error message from a failed donation
form, alongside thousands of phone numbers. These iterations
were found through various methods such as researching
specific parts of the fake error message like the credentials
to see if other websites contained said text. The websites
were also found through reverse IP searches to detect other
domains hosted on the same DNS servers, of which were
visited to see if they were malicious. To reverse IP search
the websites, viewdns.info/reverseip/ [37] was used to input
collected IP addresses or domains of which would display
possible numerous websites that were visited to find malicious
behavior. Figure 22 shows the ViewDNS results of mcx.ltd
which displays all the domains hosted on the same DNS server.

ViewONS.info

Tools APL Research Data

ViewDNS.info > Tools > Reverse IP Lookup

Takes a domain or IP address and does a reverse lookup to quickly shows all other domains hosted from the same server. Useful for finding phishing
sites or identifying other sites on the same shared hosting server.

Domain / 1P:
mex ftd [}

Fig. 22. ViewDNS’s lookup of mcx.ltd displaying all domains hosted on the
same DNS server

Active iterations of phone-book.xyz at time of discovery
included:

1) coinhawk.us with IP 132.148.242.35 [38]

2) koin-zone.com with IP 148.72.41.6 [39]

3) babe-vids.fun with IP 132.148.242.35 [40]

4) btcserpent.com with IP 148.72.40.109 [12]

5) cryptominer.watch with IP 148.72.42.28 [41]

6) call-look-up.site with 1P 148.72.42.36 [42]

7) iwalletworld.com with IP 148.72.41.55 [43]

8) reviewrodeo.com with IP 148.72.40.169 [44]

9) caller-ii-lockup.icu with IP 148.72.42.28 [45]
10) reverse-tracer.site with IP 148.72.42.54 [46]

The active iterations of phone-book.xyz listed were different
in the fact that upon original discovery they did not contain
the fake error message containing the credentials. Though as



of December 2019, all of the prior mentioned websites had
the fake error messages reinstated into their code leading to
mcx.ltd with the same credentials from the original phone-
book.xyz. This was a sure sign of activity by the scam
network operators as they begin to increase their set of active
feeder websites. All these websites contain similar structures to
phone-book.xyz such as the massive dump of phone numbers
and numerous pages containing said numbers sorted by area
code. Proof of these websites once containing the error code
in the past was found through searching their domains and
examining the blurb of text describing the website in the
results as shown in figure 23.

@ www.reviewrodeo.com s ...

Wallet address error 304 - Caller Info - Phone Number Search
Account Balance: 4.98849044 BTC ($46809.52). Login Uri: https://mcx.ltd/account?
api_key=1003874628604. Username: red1988@gmail.com. Password ...

Fig. 23. Google search results prove the prior mentioned sites contained the
fake error message in the past

Seeing as all the prior sites were identically constructed it
was reasonable to assume they all once contained the fake
error message. The reason the error messages were removed
remained to be seen though one could conclude they were
initially inactive due to community outrage regarding the scam
or to maintain a low profile. This of course, was no longer the
case and the websites had been updated to lead to mcx.ltd
through the fake error message.

While browsing through the various domains listed as shar-
ing DNS servers with the different phone-book.xyz iterations,
a certain company kept appearing. The company known as
Hermatix M2M Communication appeared under various unre-
lated domain names such as boogaloo.world [47], futanari.live
[48], futanari.site [49], nightingale.live [50], clownstick.site
[51], clownstick.online [52], pusheen.fun [53], vlogmas.club
[54], wubba.online [55], and wonkette.club [56] all of which
led to a website exactly the same in appearance and func-
tionality to one another. Hermatix claims to be a vehicle fleet
supplier based out of Costa Rica with online customer web
support and an active phone number. We contacted their online
web support posing as a fake customer, and after a lengthy
discussion, it seems they were indeed a legitimate company.
There was no direct proof relating them to the scam network
aside from the peculiar fact they host off of numerous random
domain names that have appeared on the same DNS servers the
scam network hosts from. In one case Hermatix was found to
be hosted on a DNS server which only contained two domains,
one of which was apart of the scam network. It cannot be
told how many iterations of phone-book.xyz exist but one
can almost always be certain to find themselves returning
to Hermatix among the list of domains hosted on said DNS
servers. Figure 24 shows the support page of Hermatix. Figures
25 and 26 show the reverse IP searches linking the scam
websites to Hermatix’s weird domains.

The second iteration of mcx.ltd named coinkeeper.cc [57]

Fig. 24. The support section of the homepage for Hermatix M2M Commu-
nication
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sites or identifying other sites on the same shared hosting server.
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Fig. 25. A reverse DNS lookup of mcx.1td shows vlogmas.club another current
domain under Hermatix
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Takes a domain or IP address and does a reverse lookup to quickly shows all other domains hosted from the same server. Useful for finding phishing
sites or identifying other sites on the same shared hosting server.

Domain / 1P
GO

Domain Last

boogaloo.world

Fig. 26. A reverse DNS lookup of coinkeeper.cc shows boogaloo.world a
current domain under Hermatix

was also found through reverse searching numerous IP ad-
dresses. Coinkeeper.cc was hosted by NameCheap similar to
phone-book.xyz and it shared the same website title as mcx.1td
of ”Crypto Wallet - Miner Coin Exchange”. Coinkeeper.cc was
a clone of mcx.ltd created on July 30th, 2019, the same day
as mcx.ltd according to coinkeeper.cc’s Whols record. Upon
visiting coinkeeper.cc the style and structure of the website
were identical to mcx.ltd except for the website’s brand logo



being changed to Coin Keeper as shown in figure 27.
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Fig. 27. Coinkeeper.cc’s homepage detailing the same look as mcx.ltd but a
changed logo to Coin Keeper

Coinkeeper.cc also contains an HTTPS [58] variant similar
to mcex.ltd as which was issued on July 29th, 2019 by Sectigo.
Through a review of numerous articles, credentials were found
for the website’s account holding a fake balance of 4.9 BTC.
Using the credentials under rcdaniels@yahoo.com, the email
tied to this account, the dashboard of the account was accessed.
The dashboard was also identical to mcx.ltd though it was not
as functional. Certain aspects such as the inoperable mining
graph or recent transaction dates being over a year old show
coinkeeper.cc may not be currently maintained to the extent
mcx.ltd was. The reason coinkeeper.cc was not as maintained
may be due to the site not being as profitable since it may have
fewer feeder sites than mcx.Itd. The account for this website
also contained a minimum Bitcoin withdraw amount of 5.0
BTC similar to mcx.td as well as the account owner once
again being Roger Daniels. Figure 28 shows the dashboard of
coinkeeper.cc.

0.000000 BTC .

[N

Fig. 28. Coinkeeper.cc’s own Roger Daniels account’s dashboard showing
broken features

Coinkeeper.cc also contains an exposed admin panel [59]
similar to mcx.ltd detailing all submitted support tickets for the
website. Upon first discovery of coinkeeper.cc late in Novem-
ber of 2019 the exposed admin panel listed hundreds of sup-
port tickets similar to mex.ltd. These tickets were also coming

in almost daily showing the countless individuals falling victim
to this scam either through creating their accounts or by using
the malicious Roger Daniels account. Even more alarming was
that upon visiting the admin panel in mid-December 2019 all
the support tickets were removed. There was only one ticket
remaining which was submitted on December 3rd at 04:47:04
by the Roger Daniels account labeled "Remove”. Figure 29
shows the admin panel of coinkeeper.cc with all the support
tickets removed.

Tickets
SelectUser T

Fig. 29. The exposed admin panel showing the removal of all support tickets
prior to December 3rd from coinkeeper.cc, the Roger Daniels account may
have been responsible for the removals

On December 7th the admin panel had on only one ticket
remaining from the Roger Daniels account, inferring all tickets
were purged once more. It was believed the owner of the scam
network had returned to the website to check in on its status.
Upon their arrival, they must have noticed the countless tickets
recently submitted detailing to users the website was a scam.
Typically this would not be an issue as with mcx.ltd there
was no history of submitted support tickets on the website’s
support tab in the account. This meant no matter what warning
messages were left behind, users would never see them unless
they visited the hard to discover exposed admin panel. This
was not the case for coinkeeper.cc, as whenever a support
ticket was submitted the history of said tickets would remain
after logging in and out of the Roger Daniels account. This
meant warning messages indeed could be left behind to warn
individuals from falling trap to the scam. Due to these rampant
warning messages, it can be assumed the owner(s) of the
scam network, was responsible for purging all the past support
tickets listed in the exposed admin panel. This was done to
cover their tracks and to avoid tipping off other victims who
visited the support page. Figure 30 shows the support page of
coinkeeper.cc with several support tickets.

The prior described pop-ups from the mcx.ltd admin panel
also existed on coinkeeper.cc’s admin panel though once all
tickets were purged they no longer appeared. The removal of
the pop-ups further suggested their origins were in-fact from
prior command injections.

Examination of the page sources for all feeder sites prior
listed, showed they were fetching their fake error messages
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Fig. 30. Prior submitted support tickets visible from the Support section of
the user dashboard
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Fig. 31. Certificate Information issued by Sectigo for coinkeeper.cc

from mcx.Itd/call2.php. This connection further proved the
error messages were all manually constructed instead of
being legitimate failures for local web applications. Even
though all the feeder websites lead to mcx.ltd’s call2.php,
coinkeeper.cc/call2.php also simultaneously existed. Figure
32 shows the page sources for coinhawk.us and btcsper-
ent.com of which fetched their fake error messages from
mcx.ltd/call2.php. It was believed upon the creation of a
new dashboard site such as mcx.ltd, the error message con-
taining the fake credentials would always be hosted on a
new dashboard site. Doing this would expedite the process
of updating the fake credentials, account balance, or login
URL because changes would only need to be made to one
web page instead of thousands. Coinkeeper.cc’s call2.php web
page contained the same credentials and links to mcx.ltd
as its login URL, inferring mcx.ltd was meant to be the
active dashboard site. When coinkeeper was first created, coin-
keeper.cc/call2.php might have contained credentials meant for
coinkeeper’s own Roger Daniels account. Figure 33 shows
how both coinkeeper.cc and mcx.ltd shared a similar structure
in both having a call2.php web page. All the page sources
as well lead to another website block-records.xyz [60], with
the purpose of the said website remaining unknown. The
variables of the JavaScript referenced within had alluded to a
possible form of analytics tracking. Figure 34 shows the cPanel
login [61] which block-records.xyz redirected to upon visit,
this provided no further indication of the website’s purpose.
Overall, the removed support tickets, the structure of the
dashboard, account settings, the discovery of the fake error

message’s source, and the overall website proved at the time
coinkeeper.cc may have been or was still a crucial part of the
network of scam websites.

Active iterations of mcx.ltd at time of discovery included:

1) online-portal.cf with IP 198.54.121.226 [62]
2) mcxlive.ltd with IP of 132.148.91.96 [63]
3) cloudminer.tech with IP 194.5.156.57 [64]
4) coinkeeper.cc with IP 148.72.40.109 [57]
5) mcxwallet.co with IP 132.148.91.96 [65]

Fig. 32. Page sources for coinhawk.us and btcsperent.com, two feeder sites
who fetched their fake error messages from mcx.ltd/call2.php

Fig. 33. Both coinkeeper.cc and mcx.ltd shared similar structure in both
having a call2.php web page of which feeder sites fetched from

cPane/

Fig. 34. The cPanel login screen for block-records.xyz

A report on the scam network was also located through
searching the email rcdaniels@aol.com, which lead to an
article on one of the past credentials found by Medium.com
[66] on shutdown iteration of phone-book.xyz. The report was
hosted on the Bitcoin Abuse Database [67], a site containing
various reports on the scam network from past iterations dating



back more than a year ago [68]. The database’s reports showed
the scam network not only operated by preying on those
who reverse searched numbers but also by direct communi-
cation to people through phishing scam emails or automated
phone calls. Figure 35, a report which included the email
rcdaniels@aol.com, detailed someone who received a ransom
call for a missing individual.

> C @ ® 67.205.141.98/reports/1CQqWH2bel TCVHmMAeXcxPPF9 o O W i
N, Kali Linux *, Kali Training *, Kali Tools *, KaliDocs “ Kali Forums %, NetHunter [ Offensive Security = Exploit
Reports:
Date Abuse Type Abuser Description
Nov12,2019  ransomware cmbank.uk TaKkux caliTon AecATKH No BCeMy
WHTEPHETY, CKpUNT GUpXn TyT
npoaatoT: There are hundreds of
sites all over the intemet, they se
Il the script Exchange here:
tophiz site
Mar 19, 2019 blackmail Ryan Stanfield Somebody i know is missing
scam (marketcoinvaultcom)  since a month and today, i

received a ransom call from a
random number. and when i tried
looking up the number, i came
across a bitcoin wallet error page
with details of this persons email
and password fo his bitcoin
wallet. i wenton to the wallet,
signed in and found 4.975
bitcoins there. After further
detailed research, i came across
this website where people have
mentioned similar things. i
wonder what the fuck is
govemments doing about such
things.

© 2019 BitcoinAbuse.com. All rights reserved.
File repart » View reports » FAQ » Terms « Login = Register » Contact
Suppon BitcoinAbuse - donate bitcoin to %) 19cLzeMHrL XRpF5iQDgMMD SuHg9Vo X JXF

Fig. 35. The report from Bitcoin Abuse Database detailing the supposed
ransom call leading to a past iteration of phone-book.xyz

Upon reverse search for the number of the ransom call, they
were lead to a past iteration of phone-book.xyz, which lead
to another iteration of mcx.ltd known as marketcoinvault.com
which was currently shutdown. The authenticity of these
reports cannot be proven but due to their abundance and
variety, it showed the operators of the scam network were
very clever and experienced. The last source of Open Source
intelligence used to identify the sets of websites as apart of
the larger scam was through the input of the company address
provided by mcx.ltd at the bottom of its web pages. The
provided address was 16 Commissioner St, London, EC4N,
UK, which when searched on Google Maps [69] turned out to
not exist. It wasn’t an address of a house, office building, or
any other industrial complex, it was the address of an area. It’s
like saying that your home address is the state of New York,
US. This proved the address was meant to not be a legitimate
location but instead to be convincing enough to fool users into
a false sense of security. It was clear the malicious party who
created the various iterations of Miner Coin Exchange and the
related phone websites, knew they would need to change their
domain names over time to avoid being detected or marked as
fraudulent. They kept the design and function of the websites
the same but changed the domains. Figures 36 and 37 show

the support email in the legal section of Crypto Merchant and
proof of mcx.Itd’s provided physical address being fake.

aryptomarket

Privacy and Cookie Policy
Privacy and Cookie Policy
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Fig. 36. Legal section of Crypto Merchant site using same support email as
Miner Coin Exchange

Fig. 37. Google Maps proof of false address listed by Miner Coin Exchange

Regarding the design and function of the websites, on
December 9th mcx.ltd while still online was stripped of its
content which included all the prior mentioned pages except
for mex.ltd/call2.php. It was believed the website was removed
due to the owner of the scam network fearing they drew
too much attention or because of the previously explained
possible six month reset cycle for scam domains. The notion
they may have been attracting too much attention though
could be further proven by their two back to back purges of
coinkeeper.cc’s support tickets. Coinkeeper.cc’s admin page
showing all past tickets was also found to be shutdown by
the owner of the scam once mcxlive.ltd became active. With
mcx.ltd/call2.php still online at the time, the feeder sites began
re-routing traffic to the now live mcxlive.ltd as shown by
Figure 38. This proved the removal of content from mcx.ltd
was not due to the domain host or authorities but instead by the
will of the scam network’s owner. Coinkeeper.cc surprisingly
had remained untouched amidst the removal of content from
mcex.ltd, though the call2.php page was also updated to point
to mcxlive.ltd. Upon reverse IP search of mcx.ltd, the new
domain of mcxlive.ltd was shown to have been last resolved
on December 7th. The Whois record for mcxlive.ltd showed
the domain had been created on December 5th roughly 6
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Fig. 38. Reverse IP lookup of mcx.ltd showing on December 7th mcxlive.ltd
and the three Hermatix domains were resolved

I ow

There are 14 domains hosted on this server.

The complete listing of these iz below:
Domain Last Resoclwved Date
a-dolls-house.club 2019-11-12
a-hole.club 201%-11-12
b-axis.club z01%-11-12
b-boying.club 201%-11-12
b-mode.club 201%8-11-12
btenoise.com 201%-11-27
s-zine.club z01%-11-12
m-radiation.club 201%-11-12
mcx.ltd 201%-12-08
mcxlive.ltd 201%-12-0%
mcxwallet.com 2018-07-27
vlogmas.club 2019-08-07
wonkette.club 2019-09-07
wubba.online 201%-09-07

Fig. 39. Reverse IP lookup of mcx.Itd showing on December 7th mcxlive.ltd
and the three Hermatix domains were resolved

months after mex.1td’s creation and around the same time the
coinkeeper.cc tickets were purged. All information regarding
the registrant for the record had been labeled “"Removed for
Privacy” similar to mcx.Itd. Figures 39 and 40 show the
Reverse IP lookup of mcx.Itd including the Hermatix domains
and a Whois record for mcxlive.ltd showing the domain
creation had been on December Sth.

Three other domains hosted on the same DNS server
as mex.td and mcxlive.ltd had also last been resolved on
December 7th. The three domains included vlogmas.club,
wonkette.club, and wubba.online, all of which belonged to
before mentioned company Hermatix M2M Communication,
of which kept appearing wherever the scam was. The resolve
dates for the three domains were also on December 7th, similar
to mcxlive.ltd which provided was very suspicious. No direct
involvement though by Hermatix M2M Communication with
the scam had yet to be discovered even with the recent resolve
dates. Figures 39 and 40 show the reverse IP lookup for
mcx.ltd plus the Hermatix domains as well as the Whois record
for mexlive.ltd.

Whois Record for McxliVe.ltd

= Domain Profile
Registrant REDACTED FOR PRIVACY
Registrant Org Not Applicable

Registrant Country us

Registrar PDR Ltd. d/b/a PublicDomainRegistry.com
IANA 1D: 30:
URL: http

Whois Ser

PublicDomainRegistry.com
/hois.PublicDomainRegistry.com

icdomainregistry.com

(p) 912230797500
Registrar Status addPeriod, clientTransferProhibited

Dates

NS1 HAWKDNS NET (has 1,502 domains) [ad
NS2.HAWKDNS.NET (has 1,502 domains)

Name Servers

REDACTED FOR PRIVACY

REDACTED FOR PRIVACY,

REDACTED FOR PRIVACY, REDACTED FOR PRIVACY, REDACTED FOR PRIVACY, REDACTED
FOR PRIVACY

[OERGES

Tech Contact

IP Address 132.148.91.96 - 3 other sites hosted on this server [ad

IP Location B - Arizons - Scottsdale - Godaddy.com Lic

ASN BEAS26496 AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, US (registered Oct 01,
2002)

Hosting History 2 changes on 3 unique name servers over 0 year -

= Website

Website Title None given -

Whois Record ( last updated on 2019-12-09 )

Fig. 40. Whois record for mcxlive.ltd showing creation on December 5th

IV. ORIGINS OF THE SCAM

Throughout the extensive research and documentation the
origins of the scam were found to be linked to a central
scam website. The website topbiz.site [70] hosted on IP
104.27.191.83, was discovered through searches of various
reports on the Bitcoin Abuse Database. The website in full
Russian, was found to be hosted by a individual going by the
handle ”Smart Kevin”. Topbiz was a marketplace for pre-made
scams of which there were four listed at the time of discovery.
The four scams included two fake cryptocurrency exchanges
of Miner Coin Exchange and Wallet2, a online store scam
selling mobile electronics, and an explicit adult services scam.
The website structure included a description of its purpose, a
copyright disclaimer for ”Scammers Prodactions”, and a dump
of URLs at the bottom of the page, which were linked to
past iterations of the scams. The marketplace as described by
the website was a place to buy ready-made online projects
with a cost of 100 TR (Turkish lira) per month. Each of the
projects were noted to be mostly automated, all controlled
online, accessible worldwide, and each requiring a staff of
employees hired by the purchaser of the scam. The price of
projects ranged from 100 TR to 200 TR with a net monthly
income of around 100-500 TR. These scams would usually
be successful for 1-2 years before being reported on and
shutdown with a 2-3 month pay off period. Figure 41 shows
the marketplace’s overview page which was translated into
English from Russian. Figure 42 shows the Whols record for
topbiz.site.
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Fig. 41. Pre-Made Scam Marketplace overview page translated to English

Whois Record for TopBiz.site

Domain Avsilable

topbiz.site is for sale!
This domain is listed for sale at one of our partner sites .

Visit our partner to buy topbiz.site

= Domain Profile
Registrant Org. N/A
Registrant Country pa

PDR Ltd. d/b/s PublicDomainRegistry.com
IANA ID: 303

URL: nttpspublicdomainregistry.com

Whois Server: whois.PublicDomainRegistry.com

Registrar

egistry.com

Registrar Status clientTransferProhibited

Dates 102 days old -
Created on 2019-09-05
Expires on 2020-09-08

Updsted on 201%-11-11

ADEL.NS.CLOUDFLARE.COM (has 20,929,700 domains) ~
MERLIN.NS.CLOUDFLARE.COM (has 20,929.700 domains)}

Name Servers

Tech Contact
1P Address 104.27.190.83 - 577 other sites hosted on this server [ad

1P Location B - Texas - Dallas - Cloudflare Inc.

ASN B A5123335 CLOUDFLARENET - Cloudflare, Ine., US (registered Jul 14, 2010)

Hosting History 11 changes on 10 unique name servers over 3 years [ad
= Website

Website Title (® Npoasxa roToewx oxnaiik-GusHECO: NEA KNloy e
Server Type clouaflare

Response Code 200

Terms 331 (Unique: 215, Linked: 8)

Images 4 (Alt tags missing: 4)

Links 9 (Internal: 6, Outbouna: 0)

Wheois Record [ last updsted on 2019-12-16 )

Fig. 42. Whois record for topbiz.site

A. Mining Coin Exchange Scam

The prior discussed Miner Coin Exchange scam was located
at topbiz.site/wallet.php [71]. It was available for purchase for
150 TR upon emailing smart-kevin@protonmail.com. There
was a demo page linked as well which was used by Smart
Kevin to show off the functionality of the scam to potential
buyers. Figure 44 shows the demo was hosted on the website
mcx-exchange.top [72] of which contained a large disclaimer
claiming topbiz.site owned the scam. The disclaimer even

mentioned for users to go to topbiz.site in order to purchase the
scam and that the risks in operating this scam were understood.
The demo website as displayed by Figure 43 even hosted
a functional donation form which could be placed on other
websites [73]. Figure 45 shows the overview page for MCX
which detailed each stage of the scam, how the victims would
potentially react at every step, and methods to trick them. The
setup of the scam mirrored our findings which started with a
feeder site comprised of various phone numbers which showed
a broken donation form’s fake error message. The feeder site’s
purpose was to attract users who were reverse searching phone
numbers from scam calls. The donation form’s error message
included a large account balance and account credentials that
would re-direct users to a fake cryptocurrency exchange login
page. Once the user logged in, they would be shown an identi-
cal dashboard to that of mcx.ltd. Each time a user logged in to
the scam account, it would be cloned from the original and tied
to their IP address to show as if they were the first to discover
it. If the user changed the account credentials, they would
be still able to use said credentials because the account was
now tied to their IP address. The overview page detailed that
users would be presented with a Bitcoin balance which was
0.01 BTC below a specified minimum withdraw amount. Users
were expected to believe they found a very valuable exposed
account, which only required them to transfer 0.01 BTC for an
immense return on their investment. The transactions would
be followed by updates to the transaction history page and a
confirmation popup for the amount of transferred BTC. This
validated to the user that the exchange was real though secretly
the entire transaction would be stolen by the exchange. The
code for the donation form would also be provided on purchase
so it could be embedded in other websites. The overview page
proves the research on the supposed operations of mcx.ltd to
all be true with the intent of stealing cryptocurrency from as
many users as possible.

& > C @ Notsecre | mox-exchangetop

Donate Bitcoin

., Scan this QR with your wallet application
ez
Please feel free to donate us any amount you wanit

bitcoin
Bitcoin is a consensus netwark that enables a new payment system
and a completely digital maney. From a user perspective, Bitcain is

pretty much like cash for the Intemet. Find mare about bitcoin here

I you don't have bitcoin wallet. don't worry. you can create one for free st Miner Coin Exchange

Fig. 43. Discovered Miner Coin Exchange Demo site’s active donation form

B. Modern Aesthetic Cryptocurrency Scam

The Wallet2 fake cryptocurrency exchange scam was lo-
cated at topbiz.site/wallet2.php [74]. The Wallet2 scam, orig-
inally hosted on wallet2.ru [75], was operated by providing
a website for the payment of Bitcoin to people in exchange
for goods or services. After the creation of an account,
users would create a transfer of BTC to another user with
a transaction fee of supposedly 0.0001 BTC. Upon transfer of
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Fig. 44. Mining Coin Exchange Scam demo page showing disclaimer leading
to topbiz.site as the owner
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nce of the SCHEME, see the video below.

Fig. 45. Mining Coin Exchange Scam overview page translated to English

the BTC an error message would appear detailing a mistake
was made resulting in a 0.01 BTC transaction fee instead. The
sending user would then either blacklist the site or attempt to
reach out to the website’s support. The support options though
would leave users waiting forever for a representative through
either the live support chat’s queue or the phone support’s
constantly beeping waiting line. The receiving user would then
be given a message stating their account balance could only be
withdrawn after verifying their account with a wallet address.
To verify the account balance a minimum deposit of 0.02 BTC
had to be made by the user. Regardless of the account balance,
the user would still need to make a onetime minimum deposit
of 0.02 BTC on their own before ever withdrawing. Once
a deposit was provided regardless of acceptable amount, the
transaction would appear as only 0.0199 of the minimum 0.02
BTC. The User Agreement stated an exchange commission as
the cause of the 0.0199 BTC balance to reassure users an error
did not occur. Users would need to send another minimum 0.02
BTC into the account to satisfy the requirement of a single

minimum 0.02 BTC deposit. Every deposit made would be
stolen by the website and still reflect as only 0.0199BTC after
being reported as successfully transferred. The scam would
require a team of employees to operate the website for areas
such as the support page to handle users complaining about
their BTC disappearing. Potential hires to the scam team would
be reviewed and accepted by Smart Kevin, given access to
the admin panel upon acceptance, and paid interest from suc-
cessful scams they delegated. Individuals who purchased the
Wallet2 scam from Smart Kevin would initially receive 70%
of the website’s profits and then 80% once profits exceeded 0.5
BTC. Domains for the scam websites were changed regularly
to avoid merging due to poor reviews. Upon purchase of the
scam, instructions would be provided on hiring employees as
well as how to describe all organizational issues and their
controls to them. After the initial purchase of the scam it
was recommended for the buyer to work independently for
2-3 weeks on schemes provided by Smart Kevin before hiring
employees. These schemes of which there was 18 were each
linked on the overview page for the review by potential buyers.
The provided schemes were meant to teach the functionality
of the scam website’s front and back end to the buyer. The
Wallet2 scam was very similarly constructed to Miner Coin
Exchange both visually and functionally all to scam users
out of as much of their cryptocurrency as possible. Figure
46 shows the overview, written in the red box, by ’Smart
Kevin” to describe the modern aesthetic cryptocurrency scam
and Figure 47 shows a discovered iteration of the wallet2.ru
website.

Active iterations of wallet2.ru at time of discovery included:

1) binfox.ltd with IPs 104.31.92.58, 104.31.93.58 [76]

2) ovextrade.com with IPs 104.27.152.233, 104.27.153.233
[77]

3) unictrade.com with IPs 104.27.150.192, 104.27.151.192
[78]

4) padhex.com with IPs 104.31.78.235, 104.31.79.235 [79]

5) genecryptotrade.com with IP 198.54.115.191 [80]

6) swiftcoinbitx.com with IP 198.54.115.191 [81]

7) bitcoins-pay.com with IPs 104.27.167.208,
104.27.166.208 [82]

8) fixxtrade.com with IPs 104.28.26.198, 104.28.27.198 [83]

9) coinbeaxy.com with IPs 104.27.172.98, 104.27.173.98
[84]

10) coinpays.uk with IPs 104.27.173.37, 104.27.172.37 [85]

11) finontrade.com with IPs 104.28.4.189, 104.28.5.189 [86]

12) weextrade.com with IPs 104.18.48.122, 104.18.49.122
[87]

13) restrade.org with IPs 104.27.170.94, 104.27.171.94 [88]

C. Online Store Scam

The Online Store scam overview page as shown by Figure
48 was located at topbiz.site/shopking.php [89]. It worked by
creating an online store that sold mobile electronics. Their
prices were lowered by a significant amount compared to
other legitimate online stores. The user would be provided
a promotional code that gave them the right to a 100%
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Description of the project and the essence of the work

Here is a detailed fake crypto exchange with wide functionality. We earn on it by paying for any goods or services of other people
in bitcoin. Or in any other way we send a person Bitcoin (as a gift, payment for any work, as a thank you). Or another option
when we promise to pay for example a penny in the form of 0.0001 bitcoin to someone, but during the payment we allegedly
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Further, communicating with the support service, he learns that this is in the order of things and is preseribed in a specific

of the User ification of an account by replenishment is a common practice, for example, in paypal).
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for the whole time, we pay 80%. We also regularly change domains so that mammoths do not merge due to poor reviews. The

instructions on the items spell out how to look for employees, how to control, and generally deseribe all organizational issues.
After the purchase, I -3 weeks to work i v on the schemes that I will give. It is necessary to fill your
hand, learn to use all the functionality of the site and the admin panel. Next, we move on to hiring people and delegating the
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Fig. 46. Modern Aesthetic Cryptocurrency Scam overview page translated to
English
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Fig. 47. Wallet2.ru website iteration

discount on any product. For the promotion of the discount,
several different campaigns would be used, birthday parties
were the most effective. The user would receive a message
saying they had been selected from a list of participants in
the drawing of three smartphones and that all they needed
to do was to verify their ID on the website. The results of
the competition would be published at 10:00 PM. The user
would then go to the website, enter the ID that was provided
in the email or message, and then come back to the website
at 10:00 PM to find out that they were in 3rd place and
had indeed won. Then they would be shown the promotional
code and instructions on how to use it. They would receive a
complete item discount on any item they selected but would

have to pay for shipping and based on the type of shipping,
the scammer earned between 689 to 1171 rubles (Russian
currency) per person. The user would of course not receive
any of the promised items resulting in a scam of the paid
supposed shipping fees. Some of the key features of this scam
included a fully automated process, everything was automated
and the program parsed through all the necessary data. The
lack of competition was also cited as a key feature. The online
shop was described as a “worthy competition” where clones
and copies wouldn’t even bring in a tenth of the income.
Additionally, durability of the scam yielded daily income, the
quality of the website showed a fresh and modern design with
up to date products from 2019, development potential which
would allow the scammer to scale and increase their revenue,
the ability to manage the scam from any country, and the
possibility of the scam working internationally. Smart Kevin
also talked about how much profit was being generated from
this scam and laid out an itemized list of revenue-generating
items. The monthly income was measured to be in the range
of 150-200 TR. Smart Kevin also listed all the items that the
buyer would receive after purchasing the scam for 100 TR. The
purchase included instructions to configure everything in the
event the buyer didn’t have any experience with websites. The
instructions detailed the program which sent the automated
messages, a program to parse out the users, a program for
generating live links for the users to click on to reach the
website, instructions on how to pre-select the target audience,
a ready-made backup of the online store with about 10,000
products, a custom script for receiving payments from various
payment merchants (Mastercard, Visa, etc.), an account with
a connected VoIP number with recorded answering machines
which would include a pre-recorded message, and 2 weeks of
guaranteed support from Smart Kevin to assist the buyer with
any issues among other things.

Go back to the main page

Turnkey ready-made online business for sale
It's not just a site that's being sold, a working and profitable online cache-collecting tool is being sold!

The essence of the scheme
We are opening a new online store selling mobile electronics. Prices in our store are market prices, well, maybe a thousand or two cheaper
than in Svyaznoy. We will not earn on the sale of these goods, but on providing the client with a promotional code that gives him the right
to 2100% discount on any product. There are several options for promotion. One of the most effective is the holding of campaigns for
birthday parties. The user receives a Vkontakte message that he, as a birthday person, has been selected to the list of participants in the
drawing of three smartphones, for verification he just needs to enter his id-vkontakte on our website. The results of the draw will be

published at 20:00. A person goes to our website and clicks "Learn the results of the competition":
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Fig. 48. Online Store Scam overview page translated to English

D. Explicit Adult Services Scam

The Explicit Adult Services scam overview page as shown
by Figure 49 was located at topbiz.site/sex-taxi.php [90]. The



scam’s target audience was 18-45-year-old individuals from
across the globe who would purchase various adult services.
Each of the services operated by requiring a small prepayment
of 500 rubles of which afterward would force users into paying
the full cost for the services through deception. A potential
customer would start by viewing the list of services available
and recorded videos of individuals who held signs for the
site. Present on the main page was a simple order form with
a catalog of 15-20 individuals with photos of their cities.
The user would then select an individual they are interested
in hiring for a stated adult service. Upon ordering the user
would receive a message stating due to heavy workload and
a need to confirm committed customers, only prepaid orders
were allowed at the time. The prepayment of 500 rubles
was then required to confirm the order through any of the
purchase methods listed on the order page such as credit card
or cryptocurrency. 500 rubles would seem relatively cheap to
a user to put forward and would not cause concern in the
event they lost the money, especially since it would be tied
to an embarrassing adult service. After payment, the order
page was updated and the client would see the order is “In
Processing” and would also receive a text message confirming
the prepayment. The text message also included a demand for
the remaining payment of 3000 rubles to confirm the user as
a committed customer. In most cases, the user would comply
since as stated by Smart Kevin, the casino effect” would
be triggered resulting in the user throwing in the remaining
amount so they may get their desired service sooner. In the
event a user did not pay the remaining amount but instead
contacted support, they would be presented with automated
responses which supposedly convinced most users to end up
paying. The key to the scam was to prey on users’ want to
receive services sooner, especially adult services, all while
pressuring them for increased payments which resulted in a
scam of no service.

Go back to the main page

Selling ready-made Online Business "Sex Service SEX-
TAXT"

Ibring to your attention a ready-made online project that allows you to regularly remove 150-200 tr per month. Here is the SEX-TAXI sex
service, which presents the following services: SEX-TAXI STANDARD (sex services + travel), SEX-COURIER (sex services "at home" and
food / alcohol delivery), TAXI FOR LADIES (employment for guys to our service), SEX-TAXI COUPON (ready-made gift certificates),
SEX-LIMOUSINE (sex services in a limousine). Each of the services presented s carried out only after a small prepayment of 500 rubles
(which almost everyone pays because this is a trifle, it is not a pity to lose), after which, using the tricky method, we force the client to pay

the full cost of the services. Let's look at the diagram through the eyes of the client. After going to the site, a person looks at the list of

services and recorded videos with our girls (in the set of 5 ready-made videos with a sign for your site).
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Fig. 49. Explicit Adult Services Scam overview page translated to English

The overall scam was highly automated through the use
of advertising arranged by partners of Smart Kevin and the
automated response scripts for support inquiries. Scalability
for the scam was similar to Wallet2 with the buyer working

independently for a time until they grasped the management
of the scam’s operations and promotion. Smart Kevin would
also provide instructions on the hiring of employees and their
associated tasks once the buyer had become familiar with
the scam website. Regarding competition for the scam, Smart
Kevin assured his buyers copies of the scam website were
never successful, as they did not understand the intricacies of
the business the same way he did. The scam was flexible in
the sense it did not need to be tied to any specific country,
currency, or language. In the event, the scam became less
profitable it was accessible worldwide via the Internet with
the only required management being online. Also in the event,
the website was reported, it was easily migrated to new
domains like how Miner Coin Exchange was. To avoid the
scam from becoming less profitable, it was widely advertised
through various channels such as Bulletin Boards, Badu, and
Tinder. Similar to Wallet2, the operations of the scam were
protected through a tricky note in the User Agreement. The
User Agreement noted if the scam was within the Russian
Federation it fell under the 159 Article Of the Criminal Code.
This article essentially relieved the scam operators from re-
sponsibility for the business of the scam. The profit for running
this scam was stated to be between 150-200 TR per month.
Upon purchasing the scam for 100 TR, the buyer would receive
many things including instructions for setting up and managing
the site, programs for distribution, scripts for communicating
with customers and a work strategy. They would also receive
the code for a ready-made site with automatic payment scripts
which accept different payment methods, 5 specially recorded
videos of girls with a sign of the website, access to the SMS
gateway through which the SMS messages were sent out, a list
of advertising partners, ready-made banners for advertising the
project, an answering machine created in Whatsapp, and a pro-
gram for mailing automatic advertisements to Internet bulletin
boards. The marketplace’s scams including the Explicit Adult
Services scam relied on small sums of currency being invested
for supposed large returns consisting of attractive services or
currency.

The discovery of the scam marketplace run by Smart Kevin
helped to identify the true functions of the Miner Coin
Exchange. It also shed light on various other previously undis-
covered and dangerous cryptocurrency-related scams. The
Miner Coin Exchange scam’s front and back end functionality
was discussed in detail by the creator to further reinforce
the research presented in this report. The Modern Aesthetic
Cryptocurrency scam was created to be an advanced version
of the Miner Coin Exchange scam where users were asked
to deposit bitcoin into the exchange to withdraw their money.
The Online Store scam functioned on providing users with the
belief they had won raffles of cool technology, only to realize
after payment of shipping fees, they would never receive their
promised items. The Explicit Adult Services scam worked by
requiring a small payment of 500 rubles and then requiring
users to pay the full cost for the service through deception.
Overall the entire scam network proved to be an alarming
sign of how large scams can grow unchecked and how many



individuals can fall victim as a result.

V. REPORTING THE SCAM AND CONCLUSION

After the exhaustive research and documentation for the
Bitcoin phishing scam operated by the fake organization Miner
Coin Exchange, actions were taken to remove portals to the
fake accounts. Actions were also taken to remove the scam
marketplace provided by Smart Kevin. Whois record searches
for mex.1td [91], phone-book.xyz [92], and caller-idx.xyz [93]
were conducted using the website whois.domaintools.com [94]
to locate the domain hosts. Figure 50 shows the Whois
record for phone-book.xyz and mcx.ltd of which returned
the domain host as for both GoDaddy [95] and the domain
host for caller-idx.xyz as Namecheap [96]. Immediate action
was taken to contact both domain hosts which started with
GoDaddy through their customer support phone line [97]
and Namecheap’s live customer support web-chat [98]. Upon
reaching customer support representatives for both domain
hosts, the discovery, premise, and operation of all three
websites and their relations to one another were thoroughly
explained to prove the formation of a Bitcoin phishing scam
and the exposure of countless US phone numbers.

Whois Record for Mcx.Itd

= Domain Profile
Registrant REDACTED FOR PRIVACY
Registrant Org NETIM

Registrant Country fr

Registrar NETIM SARL
IANA ID: 1519
URL: mitpfwww.netim.com
Wnois Server: wnais.netim.com
p)
Registrar Status  clientTransferPronibited
Dates 98 days old -
Crested on 2019-07-30
Expires on 2020-07-30
Updsted on 2019-08-04
Name Servers NS1.METIM.NET (nas 64,402 domains) -
MS2.METIM.NET (nas 64,402 domains)
NS3.NMETIM.NET (nas 64,402 domains)
NS4.NETIM.NET (nas 64,402 domains)
NS3.METIM.NET (nas 64,402 domains)
Tech Contact REDACTED FOR PRIVACY
R TED FOR PRIVACY,
REDACTED FOR PRIVACY, REDACTED FOR PRIVACY, REDACTED FOR PRIVACY, REDACTED
FOR PRIVACY
(p) x (f) x
IP Address 132.148.91.96 - 3 other sites hosted an this server -
IP Location [ - Arizona - Scottsdale - Godaady.com Lle
ASN [ A526456 AS-26496-GO-DADDY-COM-LLE - GoDaddy.com, LLE, US [registered Oct 01,

2002)

Hosting History 1 cnenge on 2 unique name servers over O year [ad

= Website

Website Title (D Crypto Wallet - Miner Coin Exchange -
Server Type Apacne

Response Code 200

Terms 474 (Unique: 239, Linkea: 39)

Images 15 (Alt tags missing: 1)

Links 30 (Internal: 29, Outbound: 0)

Whois Record ( last updated on 201%-11-05 )

Fig. 50. Whois record for domain mcx.Itd showing GoDaddy as host

Within 24 hours of phone-book.xyz and caller-idx.xyz were
promptly taken down though mcx.Itd remained active. Figure

51 shows the removal of phone-book.xyz from search results.

12017040601 L a

Google

1 from 201-794-#### (Fair Lawn New Jer

Fig. 51. Google search showing removal of phone-book.xyz from results

Mcx.Itd remained active after the initial report due to the
customer support representatives not being presented enough
conclusive evidence for termination, as they were forbidden
from accessing accounts on websites. Though as mentioned
before, mcx.ltd was stripped of all content on December
9th by the scam owner meaning it posed no further threat
at the time. The main portal to the mcx.td was linked
for a time across numerous feeder websites through their
fake error messages containing the scam’s credentials. The
feeder websites eventually were updated to display a portal
to mcxlive.ltd after said domain had exited construction in
order to replace mex.ltd. Searching for phone number 1-201-
794-4601 which was used to contact us originally was also
present on the feeder sites for the scam. Mcx.ltd as well
was still accessible by searching "Miner Coin Exchange” on
any search engine, even after mcxlive.ltd exited construction.
Thankfully mcx.ltd and mexlive.ltd will still be quite hidden
from innocent users, as searching for a Bitcoin wallet or
mining site will never have the website appear in top results,
due to its poor search engine optimization. The HTML for
the phone-book.xyz website was recorded and an archive of
the website mcx.Itd was also downloaded using the program
HTTrack to preserve further evidence of the phishing scam
[99]. After the discovery, research, and documentation of this
scam the findings were provided to various security profession-
als within Rowan University to understand what legal actions
could be taken to shut down the overall scam. This report,
as well as all other related findings, were submitted to the
Philadelphia Cyber Crimes Task Force and Secret Service to
involve authorities in hopefully permanently shutting down the
scam network’s operations. To detect and hopefully prevent
the scam network from growing, alerts were set up using
Google to detect possible future iterations of the websites.
These alerts consist of news articles or websites containing
keywords similar to those found on the scam websites, like the
content of the fake error message or legal sections. Monitoring
of various reports of bitcoin addresses through resources such
as Bitcoin Whos Who [100], help to detect unseen websites
apart of the overall scam network. Through the use of the



investigative steps described in this report, any future websites
detected to possibly be malicious will be thoroughly examined.
This would be to understand if they were linked in any capacity
to the scam network such as through sharing code or being
on the same DNS server as an actual scam website. Upon
proof of said websites being apart of the scam network, key
information on them will be provided to the domain hosts and
if need be to the authorities, to ensure they were permanently
shut down.

In conclusion, after heavy OSINT research and documenta-
tion of the overall phishing scam’s operations, it was proven
the scheme had been going unchecked for some time. The
operator of the scam network were active in monitoring their
websites to ensure their scam’s effectiveness as proved from
the removed support tickets on coinkeeper.cc. The malicious
party behind the numerous websites composing of the phone
number dumps and Mining Coin Exchange seemed to also
understand they will gain negative traction in the Bitcoin
community about every six months. This meant they would
need to immediately refresh their operations through the
removal of all old domains and replace them with new but
similar domains to continue operations. It was expected their
operations typically would condense into fewer domains to
ensure any individuals attempting to inform others of the
phishing scam would be unsuccessful. Condensing domains
allowed the malicious party to lay low for a period of time
until the reports from individuals blew over. There was a high
chance the scam would continue to operate for months if
not years to come as long as legal action by domain hosts
was not taken to seek out the malicious party who created
these sites to exploit uneducated, innocent individuals. The
presence of such large scale scams proves a greater demand
for public education regarding cybersecurity and the various
threats which affect users around the globe daily. These threats
are not limited to phishing scams and do include situations
such as ransomware, viruses, and identity theft. All of these
threats prey on individuals who lack the understanding to
identify the warning signs of malicious behavior online. With
cryptocurrencies rising in popularity and unchecked by the
safeguards of world governments there is an extensive degree
of freedom all individuals will enjoy but some will always
seek to exploit. Though the theft of cryptocurrencies may not
directly be seen as a crime punishable by law, it is wreaking
havoc across the various communities partaking in the growth
of cryptocurrency as a whole. These sorts of malicious behav-
ior are costing thousands if not millions every year through
successful scams on unknowing innocent individuals looking
for ways to invest their hard-earned legitimate currencies. The
discovery of this scam also brought to light a greater need
for legal action against spam and automated calls of which
this cryptocurrency scam relies on. This scam relied on the
thousands of daily automated and spam calls because over time
victims of these calls would become annoyed which resulted
in them reverse searching the phone numbers. But this only
led them into another scam. To combat the scams discussed
within this report public education must be increased regarding

various cybersecurity-related topics such as identifying and
reporting online scams, identification of malicious software
such as malware, and steps to further protect individuals’
privacy online. If these scams and other forms of related
malicious behavior remain unchecked by law enforcement
and the security community, then many individuals will fall
victim to illegal financial extortion each year. As once said by
Stephane Nappo [101] CISO of Société Générale “It takes 20
years to build a reputation and few minutes of cyber-incident
to ruin it.” [102]
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